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Abstract—Resilience of power distribution is pertinent to the
energy grid under severe weather. This work develops an analytical formulation for large-scale failure and recovery of power
distribution induced by severe weather. A focus is on incorporating pertinent characteristics of topological network structures
into spatial temporal modeling. Such characteristics are new
notations as dynamic failure- and recovery-neighborhoods. The
neighborhoods quantify correlated failures and recoveries due
to topology and types of components in power distribution. The
resulting model is a multi-scale non-stationary spatial temporal
random process. Dynamic resilience is then defined based on the
model. Using the model and large-scale real data from Hurricane
Ike, unique characteristics are identified: The failures follow the
80/20 rule where 74.3% of the total failures result from 20.7%
of failure neighborhoods with up to 72 components “failed”
together. Thus the hurricane caused a large number of correlated
failures. Unlike the failures, the recoveries follow 60/90 rule:
59.3% of recoveries resulted from 92.7% of all neighborhoods
where either one component alone or two together recovered.
Thus about 60% recoveries were uncorrelated and required
individual restorations. The failure and recovery processes are
further studied through the resilience metric to identify the least
resilient regions and time durations.

I. I NTRODUCTION
A key objective of the smart grid is to improve resilience
of the power grid to external disruptions from severe weather.
Severe weather events such as hurricanes and storms have
been occurring more frequently in America in recent years,
each of which resulted in a half to several million customers
without electricity for days [1] [2]. Power distribution was
often impacted the most, as a compound effect of severe
weather and an out-dated infrastructure. Distribution networks
lie at the edge of the grid with a large number of components
across a wide geographical span. Those components can be
either aging or not well-protected, and are thus susceptible to
severe weather.
A fundamental research issue pertaining to this real problem is the resilience of power distribution to large-scale
external disruptions from severe weather [3]. Resilience here
corresponds to the ability of the grid to withstand external
disturbances and to recover rapidly from failures [4].
Empirical approaches have been used widely in industry for
weather induced failures [5]. However, empirical approaches
become inadequate for large-scale weather-induced disruptions

that occur frequently in recent years [2]. Static models are
developed for identifying variables related to failures of power
distribution [6] [7] [8]. However, dynamic models and resilience are needed for characterizing the time-varying nature
of weather-induced large-scale failure and recovery [9].
Resilience involves multiple spatial-temporal scales. A
small spatial scale is at the component-level where failures and
restorations occur. A large spatial scale is at the subnetworklevel where resilience is measured through aggregating component failures and recoveries in a service area. A small temporal
scale of subminutes is when topologically correlated failures
occur [10], and when electricity is regained through selfhealing [11]. A large temporal scale of minutes and beyond
is when failures and restorations occur due to severe weather
and manual repair respectively. For resilience to encompass
the pertinent multi-scale characteristics, a rigorous problem
formulation is necessary from bottom-up, i.e., from modeling
to defining resilience/vulnerability at the multiple scales. This
work develops such an approach by focusing on the following
challenges.
The first challenge is stochasticity where failures and recoveries occur randomly and dynamically. Failure stochasticity
results from spatial-temporal evolution of external weather [9].
Recovery stochasticity results from environmental conditions
of the aftermath of a severe weather event. In addition,
failures and restorations exhibit non-stationarity, i.e., different
behaviours at different time and locations [9]. Existing approaches in power systems account for randomness of failures
[12] [13] [5] but rarely the dynamics nor spatial-temporal
non-stationarity. In our prior work, a spatial-temporal nonstationary stochastic model is developed at the large spatial
scale of cities and temporal scale of minutes [9]. However,
network structures of power distributions are not considered.
A recent work [14] provides a rigorous formulation for the
minimum number of PMU monitors in distribution networks,
and motivates our formulation.
This work includes the effect of network structures through
a new notion of dynamic neighborhoods. Dynamic neighborhoods characterize how weather-induced failures are exacerbated by a network structures. The resulting model is a spatialtemporal non-stationary random process that encompasses

topological network structures, different network components,
dynamic failure and recovery.
The second challenge is how to define resilience. Static
metrics on resilience have been widely used [15]. These
metrics, however, do not characterize the dynamic nature of
large-scale failures induced by severe weather. In addition,
resilience needs to include recovery from failures [16]. This
work defines the resilience as a dynamic metric, motivated
by those from communication networks [17]. Importantly, the
dynamic resilience metric is based on the spatial temporal
model derived from bottom up. The metric thus reflects the
impact of dynamic network neighborhoods in addition to
weather-induced failures and recoveries.
The non-stationary model and the resilience metric are
applied to a real life example of large scale power failures
during Hurricane Ike in 2008. Real data from an operational
network is used to learn parameters of failure and recovery
processes as well as the resilience metric. This results in
insights and understanding on the resilience of operational
networks in Section V.
II. P ROBLEM S ETTING
A. Problem Description
Consider a node that represents a network component such
as a substation, a transformer, or a link as a feeder/power
line. Severe weather can induce a failure directly to a node.
For example, flooding can cause a non-functional substation
and other equipment failures. High winds can cause fallen
poles or trees on power lines. Such weather-induced failures
often occur in minutes resulting from evolving severe-weather
conditions [9].
A weather-induced failure, referred to as a failure in short,
can result in secondary failures through a network structure. A
network structure consists of a topology and different types of
components. For example, unbalanced currents from a failure
can cause burned line fuses as secondary failures. A failure
upstream can also result in losses of electricity, but no damage,
at nodes downstream in a distribution tree. For example,
either a non-functional substation or a broken link cause a
loss of power to downstream nodes. Those nodes without
electricity service are referred to as outages. Secondary failures
and outages occur at a smaller time scale of subminutes, as
impacted by a network structure. Disruptions include failures,
secondary failures and outages.
Recovery occurs at two time-scales also. Self-recovery
occurs in subminutes. Manual repairs to damaged nodes occur
at the time scale of minutes or longer [9]. When a failure- or
an outage-node regains electricity supply, downstream outage
nodes regain the service together. Hence, the multi-scale characteristics need to be quantified for disruption and recovery
respectively.
B. Failure and Neighborhoods
(w)

Let Xi (t) be the state of node i at time t, where i specifies
both a network location and a geo-location of the node, 1 ≤
i ≤ n. n is the total number of nodes in a network. t > 0

Fails at t
i

Recovers at w
i

Fails at u
l

1
Fails at s
2
5
3

4

s

2
6

t

(f)

V2 (·)

Recovers at v
l

1

7

u

v
(f)

Vi

8

3

w
(·)

5
4

s
(f)

Vl

(·)

6

t
(r)

Vl

u
(·)

7

v

8

w
(r)

Vi

(·)

Fig. 1. Example of neighborhoods.

is continuous time. For simplicity, a node takes two states:
(w)
(w)
Xi (t) = 1 if node i is in disruption. Xi (t) = 0 if node
i is in normal operation. w specifies three scenarios: w = f
for a failure induced by exogenous weather, w = f ! for a
secondary failure, and w = o for an outage. An outage or a
secondary failure is induced by a failure occurred at a network
neighbor. A network neighbor here is a node at the upstream
of a distribution network with a tree topology.
(w)
Disruption Ai (t) is a state transition from normal to
(w)
(w)
disruption {Xi (t − ∆t) = 0, Xi (t) = 1}, which occurs
in (t − ∆t, t] at node i, t > 0, w = {f, f ! , o}. ∆t > 0 is
sufficiently small so that there is only one failure, and one set
of secondary failures or outages occurred in (t − ∆t, t].
(f )
Failure neighborhood Vi (t) is a new notion of dynamic
topology, consisting of the downstream nodes that are in
normal operation preceding failure i at t − ∆t. That is, for
(f )
(o)
any j ∈ Vi (t), either outage Aj (t) or secondary failure
(f ! )

Aj (t) occur with failure i. Hence, a failure neighborhood
characterizes correlated failures and outages.
C. Recovery and Neighborhoods
(w)

Recovery Bi (t) is the state transition from disruption to
(w)
(w)
normal {Xj (t − ∆t) = 1, Xj (t) = 0}, which occurs in
(t − ∆t, t] at node i, t > 0, w = {f, f ! , o}. When w = f
(or w = f ! ), failure i is repaired. When w = o, an upstream
neighbor of node i is repaired.
(r)
Recovery neighborhood Vi (t) is another new notion of
dynamic topology, consisting of the downstream neighbors of
node i that are in outage at (t − ∆t, t) prior to the restoration.
∆t > 0 is sufficiently small so that there is one restoration
(r)
and one set Vi (t) of recoveries in (t − ∆t, t].
D. Example
Figure 1 shows an example of disruption and recovery as
well as the neighborhoods. First, node 2 fails at time s, induc(f )
ing secondary failure 3 and outage 4, i.e., V2 (s) = {3, 4}.
Then node i fails at t > s, inducing outages to nodes in
(f )
failure neighborhood Vi (t) = {1, 5, 6}. Then node l fails
(f )
at u > t, inducing outages to Vl (u) = {7, 8}. Note that

node 5 is a downstream neighbor of both nodes i and l but
(f )
only belongs to failure neighborhood Vi (t) of node i by
definition. Hence failure neighborhoods are non-overlapping
for failures occurred at different locations and time.
Failure l is repaired at v > u, restoring failure l and
(r)
outages in recovery neighborhood Vl (v) = {5, 6, 7, 8}.
Finally, failure i is repaired at w > v, restoring failure i and
(r)
outages in Vi (v) = {1, 2, 4}. Secondary failure 3 remains
to be restored. This example illustrates failure- and recoveryneighborhoods that are dynamically changing due to evolving
failures and reconfiguration in restoration.
III. N ON -S TATIONARY S PATIAL T EMPORAL P ROCESSES
A dynamic network environment emerges from the above
problem setting: External severe weather causes network nodes
to fail. The failed nodes induce secondary failures and outages
at their network neighbors. Failures/outages then recover together with their neighbors. Such disruption and recovery are
modeled as non-stationary spatial temporal random processes,
with dynamic neighborhoods at the component-level, and
aggregations of components in a service region.
A. Disruption Process
Our modeling starts from the component-level. n nodes in
a tree topology form a spatial temporal process, consisting
of a network of random state transitions as binary variables
(w)
(w)
{I[Ai (t)], I[Bi (t)]}, for t > 0, 1 ≤ i ≤ n, w = {f, f ! , o}.
I(A) is an indicator function. I(A) = 1 if the event A occurs;
(d)
otherwise, I(A) = 0. Let ∆Ni (t) be the number of nodes
that are disrupted from electricity service in (t − ∆t, t]. For
a sufficiently small ∆t > 0, it is natural to assume that only
one weather-induced failure occurs at node i, and one set of
related secondary failures and outages in (t − ∆t, t]. Then
(d)

(f )

(f )

(f )

∆Ni (t) = I[Ai (t)] + vi (t)I[Ai (t)],
(f )
(f )
vi (t)I[Ai (t)]

(1)

is a set of secondary failures and
where
(f )
(f )
(f )
outages in neighborhood Vi (t). vi (t) = ||Vi (t)|| is the
(f )
size of the failure neighborhood at node i and time t. vi (t)
(f )
characterizes correlated disruptions. The larger vi (t) is, the
more correlated disruptions for the node at time t.
Definition 1: Failure, outage and disruption rate. Failure
rate of node i at time t is the expected number of state
transitions from normal to (weather-induced) failures per unit
time at node i, which is
!
"
(f )
E I[Ai (t)]
(f )
λi (t) = lim
.
(2)
∆t→0
∆t
Here E{·} represents expectation. Outage rate that is induced
by failure i at time t is the expected number of state transitions
from normal to outage per unit time at failure neighborhood
(f )
Vi (t). For simplicity of notation, the outage rate here
includes secondary failures also, where
!
"
(f )
(f )
E vi (t)I[Ai (t)]
(o)
.
(3)
λi (t) = lim
∆t→0
∆t

(d)

(d)
1
E{∆Ni (t)},
∆t→0 ∆t

Disruption rate at node i is λi (t) = lim
(d)

(f )

(o)

(4)

λi (t) = λi (t) + λi (t).

A disruption rate shows the impact of severe weather and
a network structure. A failure neighborhood shows explicitly
impacts of topology and heterogeneous types of components.
B. Recovery Process
The number of nodes that are recovered in (t − ∆t, t] can
be obtained similarly,
(r)

(f )

(r)

(f )

(5)

∆Ni (t) = I[Bi (t)] + vi (t)I[Bi (t)],
(f )

(r)

where I[Bi (t)] is the state of recovery for failure i. vi (t) =
(r)
(r)
||Vi (t)|| is the size of a recovery neighborhood Vi (t).
Recovery process is characterized by the recovery rate defined
as follows.
Definition 2: Recovery rate. The recovery rate for node i
(r)
and its neighbors in Vi (t) at time t is
!
"
(f )
(r)
E I[Bi (t)](1 + vi (t))
(r)
.
(6)
λi (t) = lim
∆t→0
∆t
The recovery rate and neighborhoods are dynamic, showing
a changing topology in restoration. The time-varying rates and
neighborhoods show the non-stationarity of disruption- and
recovery-processes.
C. Aggregation at Subnetwork-Level
Now let N (w) (t) be the number of disruptions in a subnetwork in a service region,
E{N

(w)

(t)} =

#t

(w)

λi(τ ) (τ )dτ,

(7)

0

where w = {f, f , o}. i(τ ) indicates the location of a disruption i at time τ . dτ is assumed to be small so that at most one
failure and one neighborhood of secondary failures/outages
occur in (τ − dτ, τ ). The expected number of disruptions
E{N (d) (t)} occurred up to time t is the sum of expected
failures and outages (with secondary failures),
!

E{N (d) (t)} = E{N (f ) (t)} + E{N (o) (t)}.

(8)

Let E{N (r) (t)} be the expected number of nodes which
recover in [0, t] in a subnetwork, then
E{N

(r)

(t)} =

#t

(r)

λi(τ ) (τ )dτ.

(9)

0

IV. R ESILIENCE
The non-stationary spatial temporal model enables a novel
resilience metric for power distribution. Before the metric is
defined, we first characterize fast versus slow recovery based
on concepts from infant and aging mortality [18].
Definition 3: Infant (fast) and aging (slow) recovery: Let
d0 > 0 be a threshold value. If a node remains in either
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Fig. 2. Empirical rate functions of the network: (a) Failure rate, disruption
rate, and size of failure neighborhood; (b) Recovery rate and size of recovery
neighborhood.

failure or outage for less than d0 duration, the node has infant
recovery. Otherwise, the node has aging recovery.
Using threshold d0 , we can define resilience. Intuitively,
resilience measures network-wide performance from two aspects. One is for a power grid to withstand external disruptions
as much as possible. The other is to rapidly restore electricity
service from failures. Hence, aging recovery is a complement
of these two characteristics [9]. Resilience is then characterized as one minus aging recovery.
Definition 4: Resilience: Consider a sub-network in region
Z with m number of disruptions. The resilience of the
subnetwork is,

#
1 t  & & (w)
λi(τ ) (τ )
s(t, Z) =1 −
m τ =0
(10)
w=f,o i(τ )∈Z
'
(w)
Pr{Di(τ ) (τ ) > t − τ + d0 } dτ.
The second term corresponds to the expected percentage
of aging recoveries at time t. The aging recoveries here
correspond to disruptions at time t that would not recover for
at least additional duration d0 . For example, when w = f ,
(f )
λi(τ ) dτ is the expected number of disruptions occurred in
(w)

(τ − dτ, τ ]. Pr{Di(τ ) (τ ) > t − τ + d0 } is the probability for
failures to last a duration longer than t − τ + d0 . The product
is the expected number of nodes that fail in (τ − dτ, τ ] and
do not recover at time t + d0 , which is simply the number
of aging recoveries viewed at time t. The integral adds up
all aging recoveries in duration [0, t] and region Z. Hence,
s(t, Z) is the expected percentage of nodes in region Z at
time t which are either in normal operation or recover within
additional duration d0 . The resilience thus reflects temporal
evolution of a network in response to severe weather.
V. H URRICANE I KE AND L ARGE -S CALE R EAL DATA
The non-stationary spatial temporal model is now applied
to studying the impact of a major hurricane. Real data from an
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operational network is used to obtain empirical disruption and
recovery rates and to understand impacts of network structures.
A. Real Data and Processing
Hurricane Ike is one of the strongest hurricanes that occurred in 2008. Ike resulted in more than two million customers without electricity in Louisiana and Texas [19]. A
major utility provider collected data on component failures
and outages. Our data set consists of 2004 samples (failures
or outages) that occurred from 7 a.m. September 12th to 4 a.m.
September 14th, during which Hurricane Ike made the landfall.
Each sample consists of occurrence time, duration and location
(latitude and longitude) of a disruption for a component in a
distribution network. The accuracy for time t is one minute.
A failure neighborhood includes samples whose failure/
outage occurrences fall within a minute. There are 204 failure
neighborhoods of sizes 1 ∼ 72. The remaining 260 failures
occurred individually with minutes apart. Similarly, samples
with recovery occurrences within a minute are in a recovery
neighborhood. There are 241 recovery neighborhoods and 824
individual recoveries.
B. Empirical Non-Stationary Processes
We now study the empirical non-stationary processes, the
impact of topological network structures, and the resilience
using the real data.
1) Empirical Disruption Process: We estimate empirical
failure rate λ̂(f ) (t) and disruption rate λ̂(d) (t) by aggregating
over the components. The disruption rate takes into account
of failure neighborhoods. The failure rate is calculated by
aggregating disruptions occurred in a minute as one “failure”.
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C. Neighborhoods: Impact of Network Structures
Dynamic failure neighborhoods are indicative of the impacts
of topological network structures and the hurricane. The large
failure neighborhoods around the landfall shown in Figure
2(a) indicate that the hurricane induced a large number of
correlated disruptions. In contrast, failures that occurred individually happened mainly before and after the hurricane. This
suggests that correlated failures/outages occurred at the small
time scale of subminutes is a pertinent characteristic of the
hurricane-induced disruptions.
Using the analogy of elephant and mice flows in computer communication [21], we refer large neighborhoods as
elephants, and small neighborhoods as mice. An 80/20 rule
emerges for the disruption process: Elephants failure neighborhoods of size more than 2 contribute to 74.3% of total
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, with τ = 1 hour, w =
N̂
2τ
{d, f }. Figure 2(a) shows the disruption and failure rates
respectively.
The rates and the failure neighborhoods are time-varying,
showing the non-stationarity of the disruption process. The
failure rate increased to the peak value of 50 new failures
per hour around the landfall. The disruption rate exhibited
a similar behavior but had a larger peak value of 450 new
disruptions per hour around the landfall.
The much larger disruption rate reflects the impact of
dynamic network structure: There were a large number of correlated disruptions during the hurricane. This is further shown
in Figure 2(a) where large failure neighborhoods occurred
mainly during the intense hurricane period, with as many
as 72 disruptions in one neighborhood. Hence, the network
components and topology were impacted by the hurricane
differently during its evolution.
2) Empirical Recovery Process: Recovery rate λ̂(r) (t) and
(r)
the size of recovery neighborhood vi(t) (t) are estimated similarly and shown in Figure 2(b). Two bursts of recoveries
emerge. The first is infant recovery that occurred along with
major failures within six hours after the landfall. The second
is aging recovery that occurred about 7.7 hours after. The
recovery rate and the size of the recovery-neighborhoods
vary with time, showing the non-stationarity of the recovery
process.
(w)
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Fig. 6. Two snapshots of the resilience over the geographical area of the power
distributions: (a) Reduction in percentage (of total number of disruptions) for
resilience; (b) Number of neighborhoods for elephants failures; (c) Number
of neighborhoods for mice failures.

disruptions as shown in Figure 3. However, the elephants failure neighborhoods amount to only 20.7% of the total failure
neighborhoods. This implies that the majority of disruptions
are correlated and induced by elephant failures.
Unlike the disruptions, recovery neighborhoods follow the
60/90 rule: The mice recovery neighborhoods of size 2 or less
take up 92.7% of all recovery neighborhoods, amounting to
59.3% of recoveries, as shown in Figure 4. This suggests that
around 60% recoveries were uncorrelated, and thus required
individual restorations.
D. Resilience: Identifying Vulnerability
We now obtain the empirical resilience in terms of aging
recovery using real data.
1) Vulnerable Time: In general, threshold d0 can be determined through failure and recovery rates (see [9] for details).
Here in Figure 2(b), the empirical recovery rate clearly shows
that infant recovery occurred along with the majority of the
failures, and is for the failures that lasted less than 12 hours.
After the infant recovery, there is a delay of 7.7 hours before
aging recovery occurred. Therefore, the threshold is d0 = 12
hours.
The resilience is calculated using d0 = 12 in Equation 10.
As shown in Figure 5, the resilience decreased from the normal
operations along with the failure occurrences, and reached a
maximum reduction of 80.7% of total disruptions. The time
at the minimum resilience is 32 hours since the initial failure
occurrence. This was the most vulnerable time when the infant
recovery already ended and the aging recovery was yet to
begin. The minimum resilience indicates that 80.7% of total

disruptions needed at least another d0 = 12 hours to recover.
This is consistent to the resilience curve that it took up to 14
days for all disruptions to recover.
What if threshold d0 is chosen differently? If d0 = 0 is
chosen, the infant recovery would be incorrectly considered
as a part of non-resilience. The resulting resilience is thus
overly pessimistic with a maximum reduction of 83.7% rather
than 80.7% in Figure 5. On the other hand, if d0 = 24 is
chosen, the threshold falsely excludes parts of aging recovery,
resulting in overly optimistic resilience. Hence, identifying an
optimal threshold is important and shall be considered in the
future work.
2) Vulnerable Areas: The resilience metric can also be used
to identify vulnerable areas in a service region. Figure 6(a1)
and (b1) show the percentage reduction of the resilience at
two time epoches: 4 hours before the landfall and the time of
the minimum resilience. The regions with more than 15% and
6% reduction of resilience appear as vulnerable areas for the
two time epoches. Figure 6(a2) and (b2) show the number of
elephant failure neighborhoods at the two times respectively.
The vulnerable areas coincide with the regions that have
a large number of elephant failure neighborhoods. This is
consistent with the finding in Section V-C that elephant failure
neighborhoods contribute to the majority of the disruptions
and thus a significant deduction of the resilience. Mice failure
neighborhoods, however, are not coupled with the vulnerable
areas. These findings pose interesting directions for more
detailed study at the component level.
VI. C ONCLUSION
This work develops a spatial-temporal non-stationary random process to model large-scale disruptions of power distribution induced by severe weather. The model combines nonstationary failure- and recovery-random processes with network structures. Dynamic failure- and recovery-neighborhoods
are defined to characterize a topological network structure. The
neighborhoods characterize correlated failures and recoveries
within networks. Dynamic disruption- and recovery-rates are
used as simple quantities for failure- and recovery processes
at both component- and subnetwork-level. A resilience metric
resulting from the model then characterizes the evolution of
failure and recovery. Real data from an operational network
during Hurricane Ike is used to study the resilience and the
impact of dynamic neighborhoods. An 80/20 rule emerges
for failures, showing that hurricane-induced power-disruptions
are mostly correlated due to network structures. In contrast,
recoveries occur mainly in small patches, and thus required
individual restorations. These findings reveal disparities between large-scale failures and recoveries processes, suggesting
more in-depth studies at the component level for identifying
vulnerabilities and improving resilience.
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